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Abstract. Interactive resource implementation, multi-tenancy, and massive data
transfer present an ever more complicated risk to cloud computing environ-
ments. Conventional intrusion detection systems are not effective in detecting
new and sophisticated attacks within this environment. This paper attempts to
solve this issue by suggesting an artificial intelligence-powered intrusion detec-
tion and mitigation system that is specially implemented in cloud environments.
The methodology incorporates 4 complicated and rarely applied algorithms:
Hierarchical Temporal Memory, Bayesian Attack Graph Inference, Artificial
Immune Systems with Negative Selection and Clonal Expansion, and Quan-
tum-inspired Evolutionary Algorithms, to ensure improved anomaly detection,
attack prediction and adaptive response. The framework has a layered way of
working, which allows the creation of ongoing learning and real-time mitiga-
tion. As per experimental evidence, it has also been revealed that the framework
will be characterized by much better detects, fewer false alarms and faster miti-
gation than traditional Al-based methods, which opens the possibility of en-
hancing cloud web security resilience.

Keywords: Cloud computing security, Al-inspired intrusion detection, anomaly
detection, Bayesian attack graphs, artificial immune system, quantum-inspired
algorithm, cyber threat mitigation.

1. Introduction

Cloud computing has taken the edge of the contemporary digital infrastructure,
whereby on-demand access to computing services is possible, scalability in a flexible
manner, and cost-efficient service delivery to organizations in all sectors. Businesses
are turning to cloud providers to run the most important applications, store confiden-
tial information and facilitate big data analytics. Nonetheless, there has been a growth
in the use of cloud environments by cyber adversaries due to this large scale applica-
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tion. The above attribute of cloud computing including virtualization, resource-
pooling, multi-tenancy, and scalability elasticity present compound security dilemmas
that conventional perimeter-based security measures cannot manage in a very effec-
tive manner [1].

Incidences Intrusion detection is among the most crucial issues in cloud security.
The existing conventional types of intrusion detection systems (IDS) are mostly sig-
nature-based or rule-based based on defined attack patterns. These systems perform
well in known threats, but they have difficulties with detecting the zero day attacks,
polymorphic malware as well as advanced persistent threats that develop at a fast rate.
Workloads Keeping with cloud-based settings, traffic patterns are very dynamic and
loads can be moved among the virtual machines, fixed detection mechanisms tend to
produce significant high false-positive rates or misses in detecting more subtle mali-
cious actions [2]. Such a restriction fuels the need of smart, dynamic and context sen-
sitive security solutions.

The artificial intelligence has become one of the promising solutions to overcome
these constraints, allowing systems to learn data, detect anomalies, and respond to the
change in the threat landscape. The use of machine learning and deep learning algo-
rithms to detect intrusion has been a popular topic because their capability to process
large amounts of data across the network and system can deliver high-quality insights
on intrusion actions. Nevertheless, the current literature is concentrated on a very lim-
ited range of popular algorithms, including support vector machines, decision trees,
and deep neural networks. Although they are useful, they are prone to large labeled
datasets and the need to answer the question of explainability as well as failing to
generalize to a variety of cloud environments [3].

Furthermore, cloud based attacks are not considered as single incidences but ra-
ther they are usually multi phase and multi-stage attacks. Attackers use the vulnerabil-
ity of the many layers of the cloud stack that include network, virtualization, applica-
tion, and management layers. Such complex sequences of attacks can only be detected
using models that are able to store time dependencies, probabilistic attack propagation
and adaptive defense. Conventional Al models where events are independent of one
another cannot be used to comprehend long-term attack patterns and make future at-
tack patterns predictions in cloud architectures [4].

Mitigation is another important provision in cloud cybersecurity. The ability to de-
tect is not sufficient without the ability of the system to respond towards the detection
promptly and in an effective manner. Cloud environments can be too volatile to use
manual response mechanisms, in which an attack could spread quickly through the
virtualized resources. Computerized mitigation should be set with a balance of securi-
ty implementation and services to ensure that there is no avoidable impact on the au-
thorized users. This is necessitated by smart decision making processes that have the
capacity to analyze various response alternatives in unpredictable and dynamically
evolving situations [5].

Although there has been a major advancement in Al-based security, the area of
which sophisticated and less used Al algorithm has not really been researched and
analyzed is naturally oriented towards studying the temporal patterns and adaptive
learning, as well as optimization with uncertainty. Biologically-inspired algorithms,
probabilistic reasoning algorithms and quantum algorithms have unique capabilities,
which especially apply to the cloud security context. Nevertheless, their potential has
not been fully utilized in the mainstream intrusion detector research and thus there is
an opportunity to innovate.

PAGE NO: 2



Geoscience Journal(1000-8527) || Volume 7 Issue 3 2026 || www.geoscience.ac

The rationale behind this study is the necessity to go beyond the traditional meth-
ods of Al and explore the compatibility of more complicated, less popular algorithms
to use in detection and mitigation of cloud intrusions. The combination of different Al
paradigms makes possible the creation of an increased resilient and intelligent securi-
ty framework that is capable of supporting the dynamic and distributed quality of
cloud environments. This type of framework will have the ability to constantly learn
about changing attack patterns, predict possible threats, and execute the best mitiga-
tion strategies in order to protect the network.

This work aims to formulate and examine an Al-based intrusion detection and
mitigation model to support cloud computing. The proposed solution is based on the
power of advanced algorithms, which are designed to guarantee the accuracy of the
anomaly detection, minimize the occurrence of false alarms, and ensure better re-
sponse. The study will take into consideration systems both existing and upcoming
cyber threats in cloud infrastructures by concentrating on flexibility and scalability.
The information obtained in the context of this study can be applied to the wider body
of research on cloud cybersecurity because it shows that sophisticated Al-based
methods can be successfully implemented in the context of safeguarding the critical
cloud-based systems and services.

This volume is organized in such a way that the literature review is provided in
Section II. Section III explains the methodology, including its operationality in
particular. Section IV has results and discussions. Lastly, the last section of V is the
final findings and recommendations.

2.  Literature Survey

Intrusion Detection Systems (IDS) have emerged as a key foundation of cyberse-
curity as the contemporary networks get more dependent on Internet of Things (IoT),
Industrial internet of Things (IIoT), edge computing, and cyber-physical systems. The
tremendous increase in the number of interconnected devices, heterogeneous commu-
nications protocols, as well as real time active requirements has contributed greatly to
the increase in the attack surface. Traditional signature based IDS solutions are no
longer capable of identifying advanced, zero-day, and low-rate attacks. In turn, recent
studies have been aimed at using artificial intelligence (AI), machine learning (ML),
and deep learning (DL) to increase the accuracy of detection, flexibility, and scalabil-
ity in various settings. These smart IDS models are expected to strike a balance be-
tween security performance and security constraints, including latency, computational
needs, energy effectiveness, and data confidentiality especially in resource-
heavyweighted and real-time systems.

The latest research focuses on the use of Al-powered models of IoT ecosystems-
specific IDS with the emphasis on anomaly detection, adaptive learning, and multi-
layer security features. Extensive studies conducted regarding the role of the IoT in
security prove that ML- and DL-based IDS systems are more prolific than traditional
systems to detect sophisticated and dynamic threats as well as to provide authentica-
tion, encryption, and data privacy aspects [6]. Deep belief networks with bidirectional
long short-term memory model have been investigated and demonstrated to be effec-
tive in learning feature and temporal dependency in power and smart grid IoT settings
to enhance the rate and stability of detection under real-time scenarios [7]. Pruning
and quantization are also optimization techniques that the researchers have used to
allow real-time intrusion detection on low-cost and resource-constrained devices
without adversely affecting the performance [8]. Repeatedly, hybrid-based feature
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picking and successive classification streams have also been suggested to cut on the
dimensions and execution expenses and at the same time preserve the solid detecting
traits across the different [oT assaults conditions [9].

New paradigms under study have also been investigated including prompt engi-
neering and large language model (LLM) enabled IDS models, which adds adjustable
and adaptive network intrusion detection systems [10]. Concurrently, increased inter-
est in adversarial attacks has triggered intensive studies on the weaknesses of ML-
based IDS models with attacks like evasion, poisoning, and model inversion attacks
identified, and the future research directions of strength and interpretability described
[11]. Deep learning-based IDS models that works with both convolutional and recur-
rent neural network have been designed to detect denial-of-service and traffic-based
attacks at high accuracy and low latency as a way of meeting the strict reliability de-
mands of medical services in healthcare-oriented IoT systems [12]. Also, edge com-
puting applications have adopted transfer learning methods to address the imbalance
in data and minimize the trainings to utilize knowledge in closely related fields [13].
In surveys that are dedicated to the deep learning usage in network IDS, these devel-
opments are further consolidated into classifying the architectures, data sets, and
evaluation metrics, as well as revealing the constraints in terms of scalability, inter-
pretability, and robustness [14].

Generation of datasets and benchmarking has also become a topic of serious inter-
est since the performance of intelligent IDS models greatly relies on training data
quality and diversity. The frameworks of synthetic attack dataset generation have
been claimed in order to model realistic industrial and vehicular network attacks and,
thus, can be more responsible to assess the Al-based IDS solutions in controlled cir-
cumstances [15]. Hybrid vehicular network Protocol-conscious and adaptive IDS un-
dertakings have been suggested, combining adversarial robusts with energy efficient
inferences to serve embedded and automotive systems [16]. Autoencoders that utilize
semi-supervised and reinforcement learning have also advanced further to increase
intrusion detection capabilities by dynamically updating to the changing network be-
havior in addition to reducing the use of labeled data [17]. Simultaneously, to counter
the zero-day attacks, self-adaptive complete IDS solutions with deep reinforcement
learning have been developed that can update detection policies on environmental
response [18].

Such practical issues like missing or incomplete data, scalability, and distributed
learning are mentioned in recent works as well. There exist deep learning-based IDS
systems that perform data imputation methods, which have shown higher resiliency
and accuracy in detection capabilities of IDSs when used in actual IoT settings where
data is noisy or incomplete [19]. Generative security models through reinforcement
learning of host-based intrusion detection have demonstrated potential in forecasting
and countering attacks through acquiring countering strategies [20]. In general, the
literature survey shows that there is a definite trend towards smart, responsive, and
data-driven intrusion detection systems. Although there have been tremendous im-
provements in terms of the accuracy, robustness, and real-time performance, prob-
lems of explainability, adversarial resilience, and functionality in large and heteroge-
neous contexts are still outstanding and encourage the study of this field.

3.  Methodology

The suggested methodology is an all-encompassing Al-based intrusion detection
system and mitigation system designed to work in cloud computing. The framework
will serve to deal with the dynamic, distributed, and multi-tenant character of the
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cloud infrastructures by embedding several sophisticated and the least used Al algo-
rithms, As Shown in Figure 1.

Adaptive Defense Mitigation
Mechanism Optimization

Artificial Quantum-inspired
Immune System | — Evolutionary

Data Collection & | | Temporal Anomaly
Preprocessing Detection

Probabilistic Attack Modeling

Bayesian Attack Graph Inference

Hierarchical
Temporal Memory |
(HTM)

n

Automated Response & Continuaus Learning J

Fig. 1: System Architecture

The methodology is a step-by-step process that is structured beginning with data
acquisition up to automated mitigation and continuous learning. All the phases work
in unity to make sure that there is correct detection, smart decision-making, and
prompt reaction to cyber threats. It is focused on flexibility, scalability, and minimal
service failure and the security mechanisms should fit the requirements of cloud oper-
ation.

3.1 Pre-processing of the cloud traffic data collection.

The initial step consists of gathering of different datasets of cloud systems, such as
network traffic, system logs, virtual machine activity, and application-level events.
These non-homogenous data streams are pre-prepared to eliminate noise and deal
with missing data and normalize the features in various cloud layers. Temporal se-
quencing is maintained in order to elicit attack progression with time. Some methods
of behavioral indicator extraction that are applied to features as part of feature trans-
formation include frequency of access, trends of resource usage, and communication
streams. This initial processing step will guarantee the consistency of data and will
make ready structured inputs that will be used in the advanced Al-based analysis, As
Shown in Figure 2.

Fig 2: Preprocess Data

3.2 Hierarchical Temporal Memory Based Temporal Anomaly Detection.

Normal cloud behavior is modeled with the help of the Hierarchical Temporal
Memory that is used to identify anomalies with the passage of time. HTM is a tem-
poral, label-free way of learning on streams of sequential data. Using the external
representations, HTM can detect deviant sequences which are signs of a possible in-
trusion, only that it constantly updates its internal representations. Such strategy
works well in cloud environments, where workloads are dynamical in nature. The
benefits of HTM are that it can detect attacks at an earlier stage, detecting very minor
temporal discrepancies that can go unnoticed in traditional, static models; it is thus a
more adaptable system and less prone to latency issues, As Shown in Figure 3.
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Fig 3: Feature Extracted Data

3.3 Bayesian Attack Graph Inference and Probabilistic Attack Modeling.

Bayesian Attack Graph Inference is applied to examine potential attack paths in
the cloud infrastructure once anomalies are identified. This step will represents the
relationships between the vulnerabilities, states of the system and actions by the at-
tacker based on probabilistic reasoning. The attack graph dynamically changes the
probability of a threat according to the observed events and historical information.
This makes it possible to forecast possible attacks through cloud resources. The sys-
tem is able to decide on which types of threats are of greatest interest and aid in exe-
cuting intelligent decision-making about specific mitigation measures because of the
understanding of the more likely goals and movements of the attacker, As Shown in
Figure 4.
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Fig 4: Probabilistic Attack Modeling Detection

3.4 Adaptive Defense through Artificial Immune System Mechanisms.

The type of Artificial Immune System with negative selection and clonal expan-
sion principles gives them adaptive defense functions. The element separates the
normal and malicious behavior by producing the detectors, which improve as time
passes. In case of an intrusion, good detectors are cloned and enhanced to enhance
subsequent detection. This process of self-learning strengthens the resilience to the
unfamiliar and dynamic threats. The immune-inspired one is designed in a way that it
stays adaptable, such that the system remains effective with a shift in cloud work-
loads, attack strategies, As Shown in Figure 5.
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Fig 5: Defense System Model

3.5 Quantum-Inspired Evolutionary Algorithms based on mitigation optimiza-
tion.

The last phase is concerned with the choice of the best mitigation measures based
on Quantum-inspired Evolutionary Algorithms. The algorithm operates on various
response plans like traffic isolation, virtual machine migration, and access restriction
under the changing constraints of the clouds. The algorithm efficiently generates mit-
igation strategies derived by searching a large space of solutions to find the means of
achieving a balance between security enforcement and availability of its services. The
selected response is deployed automatically and the feedback is included in the learn-
ing cycle, which allows getting a constant optimization of intrusion response policies,
As Shown in Figure 6.
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Fig 6: Quantum-Inspired Evolutionary Algorithms based on mitigation

4. Result and Discussion

The suggested artificial intelligence-based intrusion detection and mitigation sys-
tem was tested in a simulated cloud computing system that aimed to emulate the real-
world scenario including such factors as multi-tenancy, scaled-up elasticity, and
workload heterogeneity. The testing was based on the capability of the system to cor-
rectly identify intrusions, reduce false alarms, and react effectively to different attack
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patterns. To evaluate the performance, the traditional measures of cybersecurity, such
as the detection accuracy, the precision, the recall, the false positive rate, and the ef-
fectiveness of response, were used to measure performance. The findings show that
the combination of sophisticated and underemphasized Al algorithms will drastically
improve the security performance of the cloud in comparison to traditional strategies,,
As Shown in Figure 7.
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Fig 7: Performance analysis

The intrusion detection component was found to have a total accuracy of 99.82,
which shows that the component has a high ability of identifying both the normal and
malicious activities accurately. This is due to the complementary ability of the chosen
algorithms. Hierarchical Temporal Memory was found to be effective in capturing
behavioral behavior patterns over the period of time, and it was used to detect anoma-
lous sequences at an early stage. HTM was able to adapt itself to changes in workload
even unlike the static models and this is essential in cloud environment as legitimate
behavior changes quickly. This flexibility contributed significantly to minimizing the
missed detection especially in low and slow attacks.

Bayesian Attack Graph Inference helped the situational awareness through the
modeling of probabilistic attack paths. The framework did not view anomalies found
in isolation but instead correlated them into multi-stage attack occurrences. This soft-
ware enhanced better prioritization of threats and minimized unnecessary notifica-
tions. Due to this fact, the system was found to have a lower rate of false positive per-
formance than baseline Al models that use only classification. The probabilistic rea-
soning also allowed proactive defense as it was able to see probable future steps of
the attackers and stop complete compromise.

The Artificial Immune System element increased the resiliency of the framework
against unknown and zero-day attacks. Through negative selection, the system en-
sured a healthy representation of normal cloud behavior whereas the rapid adaptation
rate was possible through clonal expansion after new threats had been noted. With
time, the stability and consistency of detection was enhanced by this self-learning
mechanism. The immune-inspired methodology was feasible especially in managing
the changing attack dynamics such that the conventional supervised learning models
would usually shape retraining with tagged information.

Quantum inspired Evolutionary Algorithms maximized mitigation performance
emulating several response strategies subject to dynamic constraints. The algorithm
was able to trade-off between security implementation and the provision of services,
where the mitigation measures were not implemented without justifiable reason over
legitimate users. The proposed approach responded faster and more context-awarely
as compared to the rule-based response mechanisms. Automated mitigation mini-
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mized the spread of attacks without impairing system performance, and it is important
to note that the framework is practical in working cloud settings.

Section 3 is a comparison of detection performance of the suggested framework
with the popular Al-based intrusion detection approaches. Table 1 provides these re-
sults. The obtained results can only indicate the superiority of the recommended ap-
proach, especially when it comes to accuracy and reduction of false positives.

Table 1: Performance Detection Comparison.

Method Accura | Precisi | Recall
cy (%) | on (%) | (%)

Support Vector 96.45 95.80 94.90
Machine

Deep Neural Network | 98.30 97.85 97.10

Random Forest 97.60 96.90 96.40
Proposed 99.82 99.40 99.55
Framework

Along with detection accuracy, response efficiency was also examined in order to
determine the speed and efficiency of the system in eliminating threats identified.
Attack prediction and mitigation optimization greatly decreased the response latency.
The system made appropriate choices of mitigation actions in real time, not being too
offensive but still harboring threats. This is required in the cloud environment where
availability and performance are important service requirements.

Table 2 will provide a summary of the effectiveness of mitigation of the proposed
framework in comparison to the traditional automated response systems. The findings
show that there are better containment rates and less disruption of services.

Table 2: mitigation effectivity analysis.

Response Strate Containment | Service

P gy Rate (%) Disruption
Rule-Based Response 90.20 High
Static Automated 93.85 Medium
Response
Proposed AI-Driven 98.90 Low
Response

There was also scaling done by adding more virtual machines and the volume of
network traffic. The framework preserved consistent behaviour on increased loads,
which indicates its can be used in large scale cloud deployments. The modular design
enabled each component to grow on its own, avoiding bottlenecks in the peak of
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working loads. It is a vital feature of elasticity to monolithic security solutions, which
cannot scale well under the dynamic conditions of clouds.

Table 3 is a demonstration of the stability of the performance of the system with
increasing intensity of work load. There was high detection accuracy, which attested

to the strength of the proposed approach.

Table 3: Scalability Performance Test.

False
Workload Level | Detection Accuracy (%) Z‘ﬁ;?:

(%0)
Low 99.85 030
Medium 99.82 0.35
High 99.78 0.40

On the whole, the findings affirm the existence of the quantifiable benefits of us-
ing sophisticated and not frequently implemented Al algorithms to enhance cloud
cybersecurity. The fact that the accuracy was high (99.82) greatly complemented with
mitigation and scalability can attest to the fact that the proposed framework success-
fully addresses the shortcomings of the traditional intrusion detection systems. It has
been mentioned in the discussion that consistency among temporal learning, probabil-
istic reasoning, immune-inspired adaptation, and optimization-based response is de-
velopment of highly versatile and robust security in the current cloud environment.

5. Conclusion

This paper introduced a state-of-the-art Al-based intrusion detection and mitiga-
tion architecture, which is specifically produced to operate in a cloud computing envi-
ronment. The framework combines four overlooked and complex algorithms that are
Hierarchical Temporal Memory, Bayesian Attack Graph Inference, Artificial Immune
Systems, and Quantum-inspired Evolutionary Algorithms, eliminating major con-
straints of conventional and popular Al-based based security systems. The suggested
solution will improve the ability to detect anomalies and can help make intelligent
attack predictions and help to mitigate the attack in an automated and optimized way
without interfering with cloud services. It is the combination of the temporal learning,
probabilistic reasoning, adaptive defense and optimization-based response that is
proven to be effective in a single framework as seen in the high detection accuracy
attained. Practically, the framework provides a better protection against dynamic and
zero-day attacks on changing cloud environments. Future efforts will center on testing
the framework on real-world cloud implementations, its expansion to hybrid and mul-
ti-cloud contexts, and the addition of explainable Al methods to enhance the level of
transparency and trust towards automated security decisions.
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